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1. HEJIX 1 3AJAYHU U3YUYEHUSA JAUCHUITJINHBI

Hucnunnuna «be30macHOCTh  OTKPBITBIX  HMH(DOPMAIMOHHBIX CHUCTEM» O0ECIeYrBaET
npuoOpeTeHne 3HAHWM M YMEHUM B COOTBETCTBUM C TOCYJIApCTBEHHBIM 00pa30BaTENbHBIM
CTaHJapPTOM, COJICUCTBYET (POPMUPOBAHUIO CHCTEMHOTO U aHATUTUYECKOTO MBIIIIJICHHUS.

e ocBOeHUS TN CIUIJIMHBI:

- U3y4YEHHUE OCHOBHBIX YS3BHUMOCTEH OTKPBITHIX HH(OPMAIIMOHHBIX CUCTEM;

- OCBOEHHE METOJI0B U cpencTB 3amuThl OUC;

3agaun oCBOEHMS THCHHUILINHEI:

- (¢opMHpOBaHHE Yy CTYJIECHTOB HABBIKOB JKCHEPTHU3bl KadyeCcTBa M HAAEKHOCTH peald3alluu
OTKpI:ITBIX HH(bOpMaL[I/IOHHBIX CHUCTEM,

- 3HaKOMCTBO CTYJIEHTOB C MPOTpaMMHO-aNMapaTHbIMU CPEJACTBAMU OOECIEYCHHUST OE30MacHOCTH
OTKpI:ITBIX HH(bOpMaL[I/IOHHBIX CHUCTEM,

- pa3BUTHE HABBHIKOB OOCCIICYCHHS BBICOKOM CTEMEHHM 3allUThl OTKPBITHIX HH(GOPMAIIMOHHBIX
CHCTEM.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
JlucuuminHa OTHOCUTCS K BapHaTHBHOM YacTH AMCUUIUIMH B paMKax MpodeccHnoHaTbHOTO
nukia bl oOpazoBarenbHON MporpamMMbl U YUTAETCS B 9-M ceMecTpe CTYIEHTaM CHEIUAIbHOCTH
«udopmarnmonHas 6€30MacCHOCTh ABTOMATH3UPOBAHHBIX CUCTEM» OYHOH (hOpMBI 00YUIECHUSI.

Jis ee ycCHemHOTO W3y4YeHHUsT HEOOXOMMMBI 3HAHHWS W YMEHHUs, NPUOOPETCHHBIC B
pesynbrare ocBoeHus KypcoB  «lIpodeccuonanphas aTHKa», «Mojenn 0Ge30macHOCTH
KOMITBIOTEPHBIX CUCTEM», «be3omacHOCTh onepaloHHbIX cucTem», «bezonacHocTs cereit DBMy,
«be3omacHocTh cucTeM 0a3  JaHHBIX», «YTpaBlieHHEe WHOOPMAIMOHHOW OE€30MacHOCTHION,
«BupTryanbHbIe YaCTHBIC CETHY.

OCHOBHBIE TOJOXKEHUS IUCLUUIUIMHBI HCIIONB3YIOTCS IPU H3YYCHMHM AUCHMIUIMH: «MeToasl
IPOCKTHUPOBAHUS OTKPHITHIX MH()OPMAITMOHHBIX CHCTEM», « TeXHOIOrusa MOCTPOCHUS 3alUIIEHHBIX
NPUIOKEHUH OTKPBITBIX HH(POPMALMOHHBIX CHUCTEM». a TaKXKe JUIsl NPOBEICHHS HAy4HO-
UCCIIEIOBATEIbCKON PabOTHI M TOCYAaPCTBEHHON UTOTOBOM aTTECTAIIHH.

3. IEPEYEHDb IINTAHUPYEMBbIX PE3YJBbBTATOB OBYUYEHUS 11O JUCHHUIIJIMHE
MOAYJIIO), COTHECEHBIX C IINTAHUPYEMBIMHU PE3YJIBTATAMU OCBOEHMUSA
OBPA3OBATEJILHOM ITPOI'PAMMBI

[Ipouecc wu3yueHus: IUCHUIUIMHBI «be30macHOCTh OTKPBITHIX HMH(DPOPMAIIMOHHBIX CHCTEM)
HarpasiieH Ha GOpMUPOBaHHE CIETYIONNX KOMIIETCHIIHHA.

Kon u HauMmeHOBaHHMe peanuzyeMoit
KOMIIETEHIINU

[TepeueHs mIaHUPYEMBIX PE3yJIHTATOB OOYUYCHHS TIO TUCIUILTHHE
(MOIyI0), COOTHECEHHBIX C HMHIUKATOPaMH  JOCTHKCHHS
KOMIIETEHITUHN

OI1K-5.2 CriocoOeH pa3pabaTbiBaTh U
OKCILUTYaTUPOBATh CUCTCMBbI 3allIUThI
WHGOPMAIIMU OTKPBITHIX
MH(POPMAIIMOHHBIX CHCTEM

3Haer

KJIaCCU(PUKAIIMIO TUTIOBBIX yAaNEHHBIX aTrak Ha OUC u
OCHOBHbBIE METO/IbI 3aIIUTHI OT HUX, OCHOBHBIE CIIOCOOBI U
npaBuja NPUMEHEHHUsI OCHOBHBIX TPOTrPAMMHBIX U
amnmapaTHBIX cpeacTB 3anuThl nHGpopManuu B OUC,
MOJIEJIM aTaK, HAMPaBJICHHBIX HA MPEOJAO0JIECHUE 3aAIUTHI
oucC

Ymeer

paspabaTeiBaTh 3amuménHbIe mpuitoxeHuss ONC
Baageer
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HaBBIKAMU KOMILJIEKCHOTO MIPOEKTUPOBAHUS, 00CITYKUBaHUS
n ananuza OUC c Touku 3perust odecrneuenus b

OI1K-5.3 Crioco0eH OCYIIECTBIATh
KOHTPOJb 00eCTIeUeHUS
nH(pOpPMaITMOHHOM 06€30MaCHOCTH 1
MPOBOANTH BEpUDHUKAIIUIO TAHHBIX B
OTKPBITHIX HH()OPMAITHOHHBIX
cCUCTeMax

3Haer

COBPEMEHHBIE METO/Ibl U TEXHOJIOTUH ayUTa 3allUIIEHHBIX
npunoxenud OMC, ocHOBHBIE yIpO3bl, YSI3BU-MOCTH U
MeToab! 3amuThl HHPopmanuu B OUC

Ymeer

IPOBOJIUTH KOHTPOIb obecrieuenus: b u Bepuduxannn
nagueIx B OUC

Baageer

HaBBIKAMH TPOBEICHUS KOHTpOoIst obecniedeHust b u
Bepudukanuu nanasix B OUC

4. OBIIAA TPYJTOEMKOCTDb JUCIIAITJIMHBI

4.1. O0beM IMCHUIIMHBI B 3a4€THBIX eIUHULAX (Bcero) S.

4.2. O6vem oucyunaunsl RO 6UOAM YUeOHOI padonvl:

KonnyectBo yacoB (popma oOyueHHs - THEBHA)
Bun yuebnoit paboTbl
atd P Beero B 1.4. o cemectpam
o
TUIaHY 9
KonraktHas pabora
00yJaronuxcs ¢ 54 54/54%*
IperoiaBaTesieM
AyaUTOPHBIE 3aHATH:
o Jlekiinun 36 36/36%*
e[IpakTHUeCKUE N
P 18 18/18*
CEeMUHAPCKHE 3aHSATHUS
eJIabopaTopHbIe PaOOTHI
(;mabopaTopHbIit 36 36/36*
MIPAKTHKYM)
CamocrosTenbHas
54 54/54*
pabota
dopMma TeKyIero
p YIero JlabopaTtopubie
KOHTPOJIS 3HAHUH U
paboThl,
KOHTPOJIS
. TECTUPOBaHUE,
CaMOCTOSITENTbHOU
3a/1aumn
paboThHI
Kypcosas paborta
Bcero 4acos o
180 180
JVCITUTUTNHE
Buaer mpomexxyTouHOM
aTTecTaluu (9K3aMeH, IK3aMeH 9K3aMeH
3a4er)

dopma A

Crpannna 3u3 14




MuHucTepCeTBO HayKHu U BbIcIIero obpasoBanus Poccuiickoit ®enepauin
VIbsHOBCKHMIA TOCY1apCTBEHHBIH YHUBEPCUTET

®dopma

®-Pabouas mporpamMma 1o AUCLUIIIHHE

3a4. efl.

OO0mast TpyA0eMKOCTh B

4.3. Conep:xanmne TUCUMILIMHBI. Pacnipenesenue 4acoB Mo remaM U BUJAaM y4eOHOIl padoThbI:

dopma o0yueHus ouHas
Buabl yueOHBIX 3aHITHIA dopma
AyIUTOpHBIE 3aHATHS TeKYILEero
a
Hassanue pasie/ios u Hpakrny | Jlabopar | 3ansaTusa B | Camoct KOHTPOJIsI
Tem Bcero Tex ecKHe OpHble | HHTEPAKTH | OATEJb SHANMIA
g | 3AEATHS, pa6oTsI, BHOM Hasi
I ceMHMHAp | MPaKTHK dopme padora
bl YMBbI
1 2 3 4 5 6 7
Pazgen 1. Yrpo3nl 0€30acHOCTH OTKPBITHIX HH(POPMAIIMOHHBIX CHCTEM
U cpeactBa 3amuThl oT HCJ
Tema 1. Ctpyktypa OUC | 4 2 1 2 TECTUPOBAHHE
Tema 2. Monenu yrpo3 8 4 2 2 1* 4 JlabopatopHast
KrOepOe30acHOCTH pabora 1,
TECTUPOBaHUE
Tema 3. DBomronus yrpo3 | 8 2 1 4 1* 4 JlaGoparopHas
pabora 2,
TECTUPOBAHUC
Tema 4. Cpencrsa 12 4 2 4 ko 6 JlaGoparopHas
AHOHHMMHU3ALMHU B CETU paboTa 3,
TECTUPOBAHUE,
3aa4yun
Tema 5. 3ammura cet 8 2 1 4 ko 4 JlaGoparopHast
pabora 4,
TECTUPOBaHUE
Pasnea 2. be3onacHOCTH HA CTOPOHE KJIHEHTA
Tema 6. Google dorking 7 2 1 2 1* 4 JlaGoparopHast
paboTa 5,
TECTUPOBAHUE,
3aa4yu
Tema 7. MexxcalTOBBIH 10 4 2 4 2% 4 JlabopartopHuast
CKPHIITHHT pabota 6,
TECTUPOBAHUE,
3aJa4u
Tema 8. Kyku u ceccnn 7 2 1 2 1%* 4 JlaGoparopHast
pabora 7,
TECTUPOBaHUE,
3aJa49u
Tema 9. [IporpeccuBHele | 7 2 1 2 1* 4 JlabopatopHast
aTaku pabora 8,
TECTUPOBAHUE,
3aadyn
Pa3znen 3. be3onacHoCTh HA CTOPOHE cepBepa
Tema 10. ITogmeHa 10 4 2 4 1%* 4 JlaGoparopHast
3a1pocoB pabora 9,
TECTUPOBaHUE,
3aJa4u
Tema 11. Uabexknuu B B[ | 8 2 1 4 2% 4 JlabopaTopHas
pabora 10,
TECTUPOBaHUE,
3agadyun

dopma A
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Tema 12. Ananus u 8 2 1 4 2% 4 JlabopaTopHas

3aIl[UTa OT aHAJIM3a KOJa pabora 11,
TECTUPOBAHUE,
3aga4yu

Tema 13. CoBpeMeHHBIC 10 4 2 6 TECTUPOBAHKE

HHCTPYMEHTBI aHAJIM3a Ha

npoHukHoBeHne OMC

3auer

Htoro 108 36 18 36 18%* 54

*_3aHATHUS TPOBOJISATCS B MHTEPAKTUBHOM (hopme

5. COIEPKAHME JUCIUATIIAHBI (MOIYJIST)

Pasnea 1. Yrpo3sl 0e30nacHOCTH OTKPBITHIX HH(POPMAIMOHHBIX CHCTEM
u cpeactBa 3amuTbl 0T HCJL

Tema 1. Crpykrypa OUC. 7 yporueit OSI, mogens TCP\IP. O6opynoBanue U mpOTOKOIBI Ha
Ka)XJIOM U3 ypOBHEH. BexkTopa arak Ha HUKHUX U BEPXHUX YPOBHSX.

Tema 2. Mogean yrpo3 kubepoe3onacHocTu. Mojienb HapyLIUTENs, IOCTPOCHUE MOJIETH YIpO3
st 3ananHoi MC. Kimaccudukanust mearectepoB. M3BecTHBIE MPUMEPHI peaTi3alliy aTak.

Tema 3. IBouawuus yrpo3. Bupyconorus. Uctopust mosiBIeHUS 37T0BPEIOB, UX KiIacCHUpUKAITHU.
Pa3HOBUIHOCTH BUPYCOB, COBpEMEHHBIE 3710Bpebl. OCHOBHBIC MPUYMHBI 3apakK€HUS] U CIOCOOBI
zanutel oT HC/.

Tema 4. Cpeacrsa aHOHMMH3aUMU B ceTH. AHOHuUMHBIE ceTH. [lpuBarHbli pexum. VPN,
npokcu, TOR.

Tema 5. 3ammura ceTu. Buasl u HacTpoiika MEKCETEBBIX IKPAHOB.

Pa3nes 2. be3onacHOCTh Ha CTOPOHE KJIHMEHTA.

Tema 6. Google dorking. [Tonck kKoHbUACHIIMATEHOW HHYOPMAIIMKA B CETH U CIIOCOOBI 3aIIUTHI
OT yTEYeK.

Tema 7. MexcaiiToBblii CKpUNTHHT. [loHaTHE 3KcIUIoONTa. OTpakeHHbIle, BHEAPEHHBIE 1 DOM
ataku XSS . O6xox ¢punbTpa XSS. DKkcrnoHeHIMaIbHbIE aTaku XSS.

Tema 8. Kyku u ceccuu. YroH KyKkH, mogMeHa TokeHa, @anpcudukanms MexcaiTOBBIX 3alIpOCOB.

Tema 9. IIporpeccuBnbie ataku. Yenosek nocepenune (Man-In-The-Middle). SideJacking. Ataka
Man-In-The-Browser.

Pa3znen 3. be3onacHocTh HA CTOPOHeE cepBepa.

Tema 10. Ilogmena 3anpocoB. XXE, request smuggling, command injection, SSTI. ARP-spoofing.
Hcnonp3oBanne panbcuuKammm 3aroJJOBKOB 3aIIPOCOB.

Tema 11. Uubexkuuu B BJI. SQL Injection (SQL1). Uepnsie xonbl B Menua-daiinax. Ataku "Drive-
by Download".

Pa3nea 4. Cioco0Osb! BoIsiBJIeHHsA aTak U TectupoBanue I10.

Tema 12. AHaiu3 ¥ 3aI0MTA OT aHAJW3a Kojaa. YUepHsiid, Oenbii, cephlii smuku. O0dyckarus,
TPAaCCUPOBKA U Je00(yCKaIus Koa.
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Tema 13. CoBpeMeHHbIe HHCTPYMEHTHI aHaIn3a Ha npoHukHoBeHne OMC. 3nakomctBo ¢ Kali
Linux. JInmuuaubeii nyTh B Penetration Testing: ¢ 4ero Ha4aTh U KyJ1a CMOTPETb.

6. TEMbI IPAKTUYECKUX U CEMUHAPCKHNX 3AHATHIA
TeMbl cCeMUHAPCKUX 3aHSITHH.

Tema 1. JKu3zHeHHbIN HUKJ TeCTa HA MPOHUKHOBEHHE
e Unentudukanus menei, TOUCK ySI3BUMOCTEH, SKCIUTyaTaIusl, PAaCIIUPEHNUE TPUBUIICTHI B
OTKPBITBIX HH(bOpMaL[I/IOHHBIX CUCTEMBIX.
° PI/ICKI/I, CBA3aHHLIC C TCCTUPOBAHHUECM HA MPOHUKHOBCHUC U MCPBI IO UX MUHUMH3AIIUN.
e Kak I0JKEH BBIMVIAIETh XOPOIIMM OTUET IO Pe3yJIbTaTaM IPOBEAECHHOTO ayuTa
nH(popManmoHHoM 6e30macHocTr?

Tema 2. O030p cyniecTBYIOIIMX METOA0JIOTUiA POBeIeHHsI TeCTA HA IPOHUKHOBEHUE
o «CeKpeTbl XaKepoBy».
e Cranaapt Information Systems Security Assessment Framework (ISSAF).
e Crangapt NIST 800-42 Guideline on Network Security Testing.
e Crangapt Open Source Security Testing Methodology Manual (OSSTMM) .

Tema 3. Iloaxoab! K NPOBeICHNI0 HHCTPYMEHTAJBHOI0 ay1uTa HHGOPMAIHOHH O
0e30macHOCTH

e Moguenp Hapymurens B OUC.

e Kraccuueckuii TeCT Ha TOUCK O1HOU ysa3BuUMOCTH B OMC.

e (CkaHHMpOBaHUE C LENbI0 MPOBEPKU O€30M1aCHOCTH TECTUPYEMON CUCTEMBI.

e AHanu3 KOHQUTYpPAIMOHHBIX (HANITOB.

Tema 4. O630p NporpaMMHBIX CPeACTB VIS NPOBeeHNsI HHCTPYMeHTanbHOro ayaurta OUC
CkaHepsl IOPTOB.

Ckanepsl ys13BUMOCTEN.

ITporpamms! 1t To1O0pa maposiei.

Cpensl (ppIIMBOPKH) U1 CO3AHHSI IKCILUIONTOB.

Open-source UHCTPYMEHTHI JUIsl IOMCKA U aHAJIN3a ySI3BUMOCTEH.

Tema S. Paciuuupenne MoJe/ i HApyLWIUTe s — JeMCTBUS MOTUBHPOBAHHOI'0
3J10YMBbIILIEHHUKA
e Bo3Mo)XHBIC BEKTOPHI aTaKy Ha 0OBEKT 3aIUTHI: T000BOE, MHTEPAKTUBHOE U (PU3UIECKOE
BO3/ICIICTBHE 3I0yMBIIIEHHUKA.
e BrigieHue aTak Ha HHQPACTPYKTYPY U MPUOPUTE3aLUs ySI3BUMOCTE.
e [lytu x apdpexTuBHOMY TIpOLIECCY yIpaBieHUs 0€30MaCHOCTHIO OTKPBITOM
UH(POPMALIMOHHOMN CUCTEMBI.
e Kak 1o0uThcs MOTHOM BUIMMOCTH MTOBepxHOCTH aTak Ha OUC.
Tema 6. MaTtemaTH4eckue MOJeJH 0€30IIACHOCTH
e VYrpo3a ya3BUMOCTH KaK IPOCTEUIITUI AIEMEHT 0€30MMacHOCTH HH(POPMAITMOHHOMN CHCTEMBI.
e uTepnperanus 1 MapKOBCKUE MOJIENIN YTPO3bl aTaKu HAa MHPOPMALIMOHHYIO CUCTEMY.
e Maremaruyeckasi MOJIeNb MOTEHIIMAIBHOTO HapymuTens. OnpeneieHe BepoSITHOCTH
(ko2 dunreHTa rOTOBHOCTH) PeaIn30BaTh Yrpo3y aTaku MOTCHIIMAIBHBIM HAPYIIUTEIIEM.
e MoaenupoBaHue yrpo3bl aTaky ¢ UCIOIb30BAaHUEM alMIPOKCUMUPYIOIIeH QyHKINU.
e UuTeprnperanusi 1 MapKOBCKUE MOJEIN YTPO3bl O€30MACHOCTH HH(POPMALIMOHHOM CUCTEMBI.
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e MoaenupoBaHue yrpo3bl 6€30MacCHOCTH UH(POPMAILIMOHHOM CHCTEMBI C UCTIOIb30BAaHUEM
ANMpPOKCUMHUPYIOIMUX (PYHKIHH yrpo3 aTak.

Tema 7. 3apaun 1 MmeToABI GOPMATBLHOIO NPOCKTHUPOBAHUA CHCTEM 3alUTHI
HH(OPMALMOHHBIX CHCTEM

e Metox GopManbHOTO MPOSKTHPOBAHMS CUCTEMBI 3aIUTHI B 9aCTH ()OPMUPOBAHUS
TpeOOBaHUH K ONTUMAIbHOMY HabOpy pelaeMbIX 3a7au 3alUThl B UHPOPMALMOHHOM
cHCTeMe.

e Merox IMHAMUYECKOTO IPOTrPaMMHUPOBAHMS, HCHOIb3YEMbIH 11 MUHIMU3AIHN YTPO3
aTak, UCCIIeAYEMbIX TP (POPMUPOBAHUU TPEOOBAHUH K 3HAYCHUSAM XapaKTEPUCTUK U
napaMeTpoB 0€30IaCHOCTH CPEACTB 3aIUTHI.

e ®dopmupoBaHne TpeOOBAHHUH K 3HAYCHUSAM XapaKTEPUCTHK U ITapaMeTpOB OE€30IaCHOCTH
CpPEZCTB 3aIIUTHI.

e DKCIUTyaTallMOHHOE MPOSKTHPOBAHNE CUCTEMBI 3AIIUTHI HHPOPMALMOHHON CUCTEMBI.

Tema 8. Yciayra rectupoBannsi HA IPOHUKHOBEHHE

e Tekylee COCTOSHME PhIHKA yCIIyI'Y TECTUPOBAaHUs HAa IPOHUKHOBEHHE B Poccuu.

e TecrupoBaHue Ha IPOHUKHOBEHUE B BUJIE€ MHCTPYMEHTAIILHOI'O AHAIIN3A 3aLUIIICHHOCTH
uHPOpPMaLMOHHOM cucTeMsbl. [IpenmyniecTBa U HEJOCTATKH JAHHOTO MOAX0/a.

e TectupoBaHue Ha MPOHUKHOBEHUE B BUJE UMUTAIIMU ACUCTBUI MPO(HECCHOHATEHOTO U
MOTHBUPOBAHHOI'O B3JIOMIIMKA [0 OCYIIECTBICHUIO IPOHUKHOBEHHSI B MHPOPMALIMOHHYIO
cucreMy. [IpenmymiecTsa U HEIOCTAaTKU JAHHOTO MOAX0/1A.

e IleneBble rpynmsl NOTpeOUTENCH yCIYTH TECTUPOBAHUS HA TPOHUKHOBEHHE.

e  (Oco0eHHOCTH MapKETHHI'OBOM MOJIMTHKH 110 OTHOIICHHUIO K PA3TUYHBIM IEJIEBBIM TPYIIIIaM.

e [lepcniekTuBBI pa3BUTHUSA yCIIyI'M TECTUPOBAHUS HAa IPOHUKHOBEHME B Poccun.

7. JABOPATOPHBIE PABOTHI (JIABOPATOPHBIN ITIPAKTUKYM)
JlaGoparopnas padora 1. PazpaboTka moaesn yrpos
L]env: 0O3HAKOMIIEHHE C MOJIEISIMU YIPO3, IOHATHEM BEKTOPA aTaK U MOJENH HapYyILIUTEIS.
Cooepoicanue: aHann3 IpeIOKEHHON HHHOPMAITMOHHON CUCTEMBI, aHAIN3 aKTyaJIbHbIX yTPO3
cornacHo kiaccudpukarun PCTIK, pacuer ypoBHS OMAaCHOCTH TOM WIM UHON YTPO3BI.
Pezynomam: Tabnuia Moaenu yrpo3 Ijis paccMaTpuBaeMoil HHGOPMAITMOHHONW CHCTEMBI.

JlaGopaTtopHasi padora 2. Bupychl: co3janne U 00HAPYKeHUe

L]env: 3HAKOMCTBO CO CITIOCOOAMH HAMMKUCAHUS TPOCTEHININX 3I0BPEIOB, MX OE30MaCHOM
VMHUIHAIN3AlUNA U OOHAPYKEHHUS.

Cooepoicanue: HaTIMCaHUE TIPOTPAMMBbI, OJTIOKUPYIOLIECH TEeHCTBHUS MOIB30BATEINS, 3HAKOMCTBO C
«IIECOYHULIEH», pacrio3HaBaHUE aHTUBUPYCHBIM 1O co3gaHHON TPOrpaMMBlI.

Pesynemam: nporpamma, peanusyroliasi peleHne NoCTaBIeHHOM 3a1auu.

JlabopaTopnasi paGora 3. AHOHUMHOCTB B Internet

L]eny: 3HAKOMCTBO C OCHOBHBIMU CPEJICTBAMU IOBBIIICHHS aHOHUMHOCTH B CETH.

CoOdeporcanue: OCHOBHBIE MOMEHTBI HACTPOMKH MPOKCH, BUPTYaJIbHON YaCTHOM CETH U yCTaHOBKH
TOR, ycTanoBieHHe YpOBHS pacro3HaBaHUS MOJIb30BATEIIS 110 OTIIEYATKy Opay3epa.

Pe3zynemam: monudukaims 6paysepa ¢ MOMOIIbIO IIarHHOB, CepHUHT ¢ oMol opaysepa TOR

JlabopaTopHasi padota 4. Me:xkceTeBble IKPAHbI

L]enw: 3HaKOMCTBO CcO cpencTBaMu GuiIbTpaluu Tpadrka Ha CTOPOHE cepBepa U KIUEHTA.
Cooepoicanue: yCTAaHOBKA U HACTPONKA MAKETHOTO MEKCETEBOTO dKpaHa.
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Pe3zynomam: HacTpOSHHBIN MEXKCETEBOM IKpaH, yIOBICTBOPSIOMUN TpeOOBaHUAM (QUIBTPALIUU

JlabopaTopnasi padora 5. Ilonck u 3amuTa KOHQUICHIHAILHOH HHpoOpMaun

[]enb: 3HAKOMCTBO C TEXHUKOH, ucnois3zyemass CMU, ciencTBeHHBIMU OpraHaMu, MHXKEHEpPaMU IO
0€30IMaCHOCTH U JIFOOBIMU TOJIH30BATEISMU JJIS1 CO3/JaHUS 3aIIPOCOB B PA3ITUYHBIX TTOMCKOBBIX
CUCTeMax JJisi OOHAPYKEHUS CKPBITOW MH(GOPMALIUU U YA3BUMOCTAX, KOTOPbIE MOXKHO OOHAPYKUTh
Ha 0OIIeI0OCTYIHBIX CepBEPax.

Cooeporcanue: Tlouck ysi3BUMBIX CiTyK0 U Iaposiel B OTKPBITHIX Jiorax B ['yriie mpu noMouu
JIOPKOB.

Pe3zynemam: napopmanus B BUIE CIIUCKA aAPECOB, JIEKTPOHHOH MMOYTHI, KAPTUHOK WM MEPEUHS
BeO-Kamep B OTKPBITOM JIOCTYTIE.

JlaGopaTtopHasi pabdoTa 6. XSS 1 cmoco0bl mpeaoTBpaLieHU s

L]env: 3HAKOMCTBO C aTaKaMH Ha Be0-CHCTEMBI.

Cooepoicanue: TeCTUpOBaHNE HA BO3MOXKHOCTh BHEJJPEHUS BPEOHOCHOTO KOJa Ha ONpPEeAeIEHHYIO
CTpaHuIly.

Pe3zynomam: none3nas Harpyska JJis peau3aliy SKCIUIONTA U NepeueHb Mep MO MPeA0TBPAIIECHUIO
aTaKH.

JlabopaTopnas paGora 7. Kyku u ceccun

[]env: 3HAKOMCTBO €O crioco0amMu Oe30MacHoOM nepenayu JaHHBIX B Opaysepe.
Cooeporcanue: oTydyeHre KyKOB U TOKEHA ITOJIb30BaTeNsl Ha ONpeAeIEHHON cTpaHulle 6e3
HCHOJIL30BaHus crienuanbHoro 110.

Pe3yﬂbmam: aBTOpu3anus ¢ aAMUHUCTPATUBHBIMU IIpaBaMU Ha TECTOBOU CTpaHUIIC.

JlabopaTopnas padora 8. MITM u MITB

[]enb: 3HAKOMCTBO € aTaKOM KOMIIPOMETAIUH KaHaJla CBSI3H, MPU KOTOPOU B3JIOMIIUK,
MOAKIIOYHMBIINCH K KaHATY MCKAY KOHTpAr¢HTaMH, OCYIICCTBIISAACT BMCIIATCILCTBO B IIPOTOKOJI
nepesavn, yajiss Wik ucKaxas HHPOpMaIHIO. .

Cooepoicanue: iepexsat Tpapuka MEXy KIHEHTOM U BeO-CEpBEPOM.

Pe3zynomam: npenocraBieHne TaHHBIX, OTIPABIEHHBIX KJIMEHTOM.

JlaGopaTtopHas padora 9. [logxmena 3anpocon

L]enb: 3HAKOMCTBO C HHBEKIIMOHHBIMH aTaKaMU Ha CTOPOHE CEpBEPA.
Cooepoicanue: yaaneHHOE UCIIOJIHEHUE KO/A.

Peszynomam: ucnonszoBanue BurpSuite nmst oryera.

JlabopaTopnasi padora 10. SQLIi 1 sqlmap

[]ens: MOCTpOEHHE 3aLIUTHI OT peann3aun UHbeKIul B b/1.

Cooepoicanue: aHanN3 Ha YSI3BUMOCTh K HHBEKIUU SQL TECTOBBIX CTpaHUI] BEO-TTPHIIOKECHU.
Pezynomam: noiyueHne naHHBIX U3 Oa3bl TaHHBIX.

JlaGopatopnas padora 11. O6¢dyckaTopbl H aHAIU3 KOAA

L]enb: 3HAKOMCTBO ¢ MHCTPYMEHTAMHU, 00ECIICUNBAIOLTIMHU 3aLIUTY OT PEBEPC-UHKUHUPHHTA U
Croco06aMu TECTUPOBAHUS IPUITOKEHUH.

Cooeporcanue: oddyckams u 1eoddyckarms CKpHInTa.

Pe3zynomam: neobdycurpoBannas nporpamMmma, GyHKIHOHAT KOTOPOW U3MEHEH O] HY Kbl
IPOTPaMMUCTA.

8. TEMATUKA KYPCOBbBIX, KOHTPOJIbHBIX PABOT, PE®EPATOB
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KypcoBsie paboTsl, KOHTPOJIBbHBIE Pa0OTHI, pedepaThl He MPEayCMOTPEHB! YUEOHBIM TLIIAHOM.

9. IEPEYEHDb BOITPOCOB K OK3AMEHY
7 yposaeit OS], ocobeHHOCTH PYHKITMOHUPOBAHUS YPOBHEH.
Mogens TCP\IP, ocobeHHOCTH (OPMUPOBAHUS TTAKETOB.
CpaBHuTeNbHAS XapakTepucTuka 3tamoHHor moaenu u TCP\IP.
[IpoToKOIBI Iepesaun JaHHBIX Ha HIDKHUX ypoBHAX TCP\IP.
[TpoToKobI Iepesaun AaHHBIX Ha npukiIagHoM yposae TCP\IP.
Bexkropa arak Ha HIKHUX ypoBHsX TCP\IP.
VY A3BUMOCTH MOJIB30BATEIBCKUX TPUIIOKEHUM.
Mogaens HapymuTens. AJITOpUTM OCTpoeHUE MoAenu HapymmTens aist UC.
[Tpumepsl PUIIMHTOBBIX aTak.
Hcropus nosiBiIeHUs U CTAHOBJICHUS] BUPYCOITUCAHHUS.
. Pa3HOBHIHOCTH BUPYCOB U COBPEMEHHBIE 3JI0BPEIbI.
. OcHoBHBIE pUUKHBI 3apakeHust U criocoOsl 3amuTsel UC ot HC,
. CriocoOb1 anoHMMHM3AIH B ceTH Internet.
. IIpoxcu u VPN.
. Bugpl MmexxceTeBbIX DIKpaHOB.
. @opMHpOBaHNE ITOMCKOBBIX 3aIIPOCOB € MTOMOIIBIO CIIEUATIBHBIX BBIPAXKCHU.
. IlonsTHe sKCcIUIOTa. BUIBI KPOCCAUTOBBIX CKPUIITOB, CLIOCOOBI 3AIUTHI.
. INonsitue cookies. CriocoObI yroHa KyK.
. Ataku «YenoBek nmocepeanHey.
. bezonacHocth cepBepoB. OCHOBHBIE BEKTOpA aTak.
. Mavexmuu B BJ1. PasaoBugnoctu SQLI, [1O myist TecTupoHust Ha MPOHUKHOBEHHUE.
. TectupoBaHue Ha OCHOBE YEPHOI0, OEIOT0 U CEPOro SUTUKOB.
. O6dyckanus u neoddyckamnus kona. MTHCTpyMeHTapuil KooKonaTenei.
. CoBpeMeHHbIE HHCTPYMEHTHI CIIeIMaNCcTa o0 HH(HOPMALMOHHON OE30MaCHOCTH.
. DTu4eckasi CTOpOHa BOIIpOCa NEHTECTA.
. YTpo3a ysA3BUMOCTH KaK MPOCTEHIIIHNI 3JIEMEHT 0€3011acHOCTH MH()OPMAITMOHHOW CHCTEMBI.
Mopenu yrpo3sl ySI3BUMOCTH
26. MaremaTuueckasi MOJIEb MOTEHIIMATIBLHOTO HapymuTesd. OnpeaesieHue BEpoOITHOCTH
(k03 purrieHTa TOTOBHOCTH )peaTM30BaTh YIPO3y aTaKy MOTCHIIMATBHBIM HAPYIIUTEIEM
27. MonenupoBaHHe YIPO3bl aTaKH C UCIIOIB30BAHUEM aNMPOKCUMUPYIONIEH QYHKITUN
28. NHTepnpeTaius 1 MApKOBCKHEMO/IETH YTPO3bl 6€30MacHOCTH HH(OPMAIIMOHHON CHCTEMBI
29. MonenupoBaHHe YIrpo3bl 0€30MaCHOCTH HH(OPMAITMOHHOW CUCTEMBI C MCTIOJIb30BaHUEM
aNMpPOKCUMUPYIOMUX QPYHKIMIA yTPO3 aTak
30. Meton ¢hopMabHOTO MPOSKTUPOBAHHUS CHCTEMBI 3alIUTHI B 4acTh (hopMUpOBaHUS TpeOOBaHUIMA
K ONTUMAJILHOMY HA0Opy peliaeMbIX 3a7a4 3alliuThIB HH()OPMALIMOHHON CHCTEME
31. Meroa AMHAMHYECKOT0 MPOrpaMMHUPOBAHUS, UCTIOIb3YyEMBIH I MUHUMU3AIMU YIpO3 aTak,
UCCIIeTyEeMbIX ITPU (POPMUPOBAHUHU TPEOOBAHMIA K 3HAUCHUSIM XapaKTEPUCTUK U MapaMeTPOB
0€30MacCHOCTH CPEJ/ICTB 3aLUTHI
32. ®opmupoBaHue TPeOOBAHMI K 3HAUCHUSIM XapaKTEPUCTUK H MMapaMeTpoB 0€30MacHOCTH
CPEJICTB 3aIIUThI
33. DkcmryaTaliiOHHOE MPOEKTUPOBAHUE CUCTEMBI 3aIIUTHl HHPOPMAITMOHHONW CHCTEMBI

XA N R =
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10. CAMOCTOATEJIBHASA PABOTA CTYAEHTOB
B pamkax camocTosTenbHON pabOThI CTYJEHTaM BbIAEISETCS BpeMs Ha:

— TEOPETUYECKYIO MOATOTOBKY IO IUCHUIUIMHE TOCPEACTBOM U3YUYECHHS TEMaTHIYECKON
auTepartypsl (6a30BOi, JONOTHUTENBHOM) M KOHCIIEKTOB JICKIUH 110 AUCIUILINHE;
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— MPaKTUYECKYIO MOJArOTOBKY MO TUCHUIUIMHE TOCPEACTBOM BBIMOIHEHUSI TaAOOPATOPHBIX

pabor;

— MNOATOTOBKY K CAa4YC UTOIOBOI'O 5K3aMCHA IO JUCIUILIINHE.

HazBanue pasaciioB u
TEM

Bun camocTosTenbHO paboThI

O0BeM B yacax

®dopma KOHTPOIIA

Tema 1. CtpykTypa IIpopaboTka yueOHOrO MaTepHana, 2 TectupoBaHue, SK3aMeH

ouc NOAr0oTOBKA K cJlaue K3aMeHa, TeCTa

Tema 2. Mogenu yrpo3 | IIpopabotka yuebHOro Matepuana, 4 JlaGoparopras pabora,

K16epOe30nacHOCTH MTOTOTOBKA K cllave dK3aMeHa, TeCTa, TECTUPOBaHUE, YK3aMEH
sabopaTopHble paboThI

Tema 3. DBomronus IIpopaboTka yueOHOrO MaTepHana, 4 JlabopaTopnas pabora,

yrpo3 MOJITOTOBKA K CIa4ye SK3aMeHa, TECTa, TECTHPOBAHUE, IK3aMCH
sabopaTopHble paboThI

Tema 4. Cpencrsa IIpopaboTka yueOHOrO MaTepHana, 6 JlabopaTopnas pabora,

AHOHMMM3AIIHK B CeTH | HOATOTOBKA K cla4e DK3aMEHa, TeCTa, TECTHPOBAHUE, IK3aMCH,
s1a00paTOpHBIC PabOTHI 3a1a4u

Tema 5. 3ammura cet IIpopaboTka yueOHOrO MaTepHana, 4 JlabopaTopnas pabora,
MOJITOTOBKA K CIa4ye SK3aMeHa, TeCTa, TECTHPOBAHUE, IK3aMECH
J1a00paTopHbIe pabOThI

Tema 6. Google IIpopaboTka yuebHOTO MaTepHana, 4 JlaGopatopnas pabora,

dorking HOATOTOBKA K Cl1aye DK3aMEHa, TECTa, TECTUPOBAHUE, DK3aMEH,
Ja00paTopHbie pabOThI 3a1a9u

Tema 7. IIpopaboTka yuebHOTO MaTepHana, 4 JlabopaTopnas pabora,

MexcaToOBBIN NOAr0TOBKA K cl1aue dK3aMeHa, TECTA, TECTUPOBAHUE, DK3aMEH,

CKPHITTHHT 1a00paTOpHbIE PabOTHI 3a1a4u

Tema 8. Kyku IIpopaboTka yuebHOTO MaTepHaa, 4 JlaGopatopnas padora,

ceccuu MIOTOTOBKA K cllave dK3aMeHa, TeCTa, TEeCTUPOBaHUE, YK3aMeH,
Ja00paTopHbie pabOThI 3a1a9u

Tema 9. ITpopaboTtka yueGHOrO MaTepHaia, 4 JlaGoparopHast pabora,

HpOFpeCCI/IBHBIe aTakyu | MOATOTOBKA K CIa4€ DK3aMEHA, TCCTaA, TECTUPOBAHNE, DK3aMCH,
J1a00paTopHbIe pabOThI 3a1a9u

Tema 10. ITonmena IpopaboTka yueGHOTO MaTepHaa, 4 JlaGoparopras pabora,

3aIpocoB MIOTOTOBKA K cllave dK3aMeHa, TeCTa, TECTUPOBaHUE, YK3aMeH,
n1a00paTOpHBIC PabOTHI 3a1a4u

Tema 11. Uabexkuuu B | [IpopaboTka yueGHOrO Marepuana, 4 JlabopaTopnas pabora,

BJ1 MOJITOTOBKA K CIa4ye SK3aMeHa, TeCTa, TECTHPOBAHUE, IK3aMCH,
s1a00paTOpHBIC PabOTHI 3a1a4u

Tema 12. Ananus u IIpopaboTka yueOHOrO MaTepHana, 4 JlabopaTopnas pabora,

3aIUTa OT aHAIN3a MOJITOTOBKA K CIa4ye SK3aMeHa, TECTa, TECTHPOBAHUE, IK3aMCH,

Koza nabopaTopHble paboThI 3a1aun

Tema 13. IIpopaboTka yueOHOrO MaTepHana, 6 TectupoBaHue, 3K3aMeH

CoBpeMeHHBIE MOJITOTOBKA K CIa4ye SK3aMeHa, TeCTa,

WHCTPYMCHTHI aHaJIn3a
Ha TPOHUKHOBCHHUC
OucC

nabopaTopHble paboThI

dopma A
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11. YYHEBHO-METOJUYECKOE U THOOPMAIIMOHHOE OBECIIEYEHUE

JAUCHUIIJINHBI
a) CniuCcoK peKoMeHAyeMoil JTuTepaTypsbl
OCHOBHasl
1. MaprembsinoB  10.®., OnepaunonHsle cuctembl. KoHUenuuum mOCTPOEHUs U

obecrieueHus 6e30macHOCTH: YueOHoe mocobue it By3oB / MaptembsinoB FO.®D., fAxosneB An.B.,
SAxosneB AH.B. - M.: I'opstuas nunus - Tenexom, 2010. - 332 c. - ISBN 978-5-9912-0128-5 - Tekct

AJIIEKTPOHHBIN // 9bC "KoncynpTant cTyneHra': [caiT]. - URL:

http://www.studentlibrary.ru/book/ISBN9785991201285.html

2. Kuses, B. U. OTkpbiThie cuCTEMBI M WHTEJUIEKTyalbHas coOcTBeHHOCTh B UT /
Kusies B. U. , I'pannunn O. H. - Mocksa : Haunonanbaeiii OTkpeiTeii Yausepcuret "MHTYUT",
2016. - Tekct: osnextponHsli // DBC "Koncynsrant crygenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/intuit_237.html

JdomoHuTeabHass

1. Pakutun, P. 0. Komnbrorepusie cetu : yuebHoe mocodue / P. FO. Pakurun, E. B.
Mockanenko. — bapnayn : Antl'TIY, 2019. — 340 c. — ISBN 978-5-.88210-942-3. — Texkcr :
AJICKTPOHHBIN // Jlann : AJICKTPOHHO-OMOINOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/139182

2. [Nomuneiaa, O. JI. Uadopmarmonnsie cuctemsl : yaueOHoe mocodue / O.J1. 'onwuipina,

H.B. Makcumos, U.U. TlonoB. — 2-¢ m3a. — Mocksa : DOPYM : UHOPA-M, 2022. — 448 c. :
nin. — (Bwicmee oOpazoBanme). - ISBN 978-5-91134-833-5. - Tekcr : anektponnbsii. - URL:
https://znanium.com/catalog/product/1832410

3. KmumentreB K.E., KomnbroTepHbie BUpYChI 1 aHTHBUPYCHI: B3TJIS]] POTpaMMHUcTa /
KmumenteeB K.E. - M. : JIMK TIlpecc, 2013. - 656 c. - ISBN 978-5-94074-885-4 - Tekcr :
AJICKTPOHHBIN /! ObC "KoncynbTaHT cTynenra" : [caiiT]. - URL :

http://www.studentlibrary.ru/book/ISBN9785940748854.html

yueOHO-MeTOoAuYecKast

1.  Cyrteipkuna E. A.Meroandeckue yka3zaHHs JUIsl CAMOCTOSATENBHOM pabOThI CTYIEHTOB
no JucHuIuiiHe «be30macHOCTh OTKPBITHIX HWH(OPMALIMOHHBIX CHCTEM» JJsl  CTYIEHTOB
cnermansHocTr 10.05.03 «MHbOpManimonHas 6€30macHOCTh aBTOMATH3UPOBAHHBIX cucTem» / E. A.
Cyteipkuna; Yal'VY, dak. MareMatukd, WHQOPM. W aBUAIl. TEXHOJOTHH. - YIBSIHOBCK : Yul'V,
2019. - 3arn. ¢ skpana; HeomyOnukoBaHHBINH pecypce. - DeKTpoH. TekcToBble naH. (1 ¢aitn : 2,81
MB). - URL : http://lib.ulsu.ru/MegaPro/Download/MObject/7085

CornacoBaHo:
Benymmuii cnermmanuct Hb Val'y / Tepexuna JLLA. / ‘-/Z'/\/ _/ 04.05.2023 /
JIOJDKHOCTB COTPYAHMKA HAyIHOU OMOIMOTEKH ®UO TOJTIHCH nata
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0) [IporpammHoe o0ecnieyeHune

MoiiOduc Crannaptasiii, Anbt Pabouas ctanuus 8.

s oOpa3zoBaTenbpHOrO Mpoliecca Mo JaHHOW TUCIUIUIMHE Heo0X0IuM cTanroHapHslii kiace 11K ¢
YCTaHOBJICHHBIM CJIEAYIOILUM IIPOrPaMMHBIM 00€CIICUeHUEM:

—  Wireshark,

python,

— Oracle VM VirtualBox

Kali

8) IIpogheccuonanvuvie 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBIE CUCTIEMbL
1. D1eKTPOHHO-0UOJINOTEYHbIE CHCTEMBbI:

1.1. ITudpoBoii obpazoBaTenbHbIil pecypc [IPRsmart : anekTpoHHO-OMOIMOTEYHAS CHICTEMA :

caur / OOO Komnanus «Au Ilm Ap Memma». - CaparoB, [2023]. — URL:
http://www.iprbookshop.ru. — Pexum nocrtyma: ans 3aperucTpup. moib3oBareneid. - TekcT
3JIEKTPOHHBIMN.

1.2. O6pasoarensbuas miatrpopma FOPAUT : o6pa3oBaTenbHBII pecypc, SIEKTPOHHAs
6ubmmorexa : caiit / OO0 DnextporHoe nsgarensctBo «FOPANMTY. — Mocksa, [2023]. - URL:
https://urait.ru. — Pexxum goctyna: Juist 3aperucTpup. nojib3oBareneid. - TeKCT : 3JeKTpOHHBIH.

1.3. baza manHbIX «DnekrpoHHas OmOimoreka texHudeckoro BY3a (ObC «KoncynbraHT
CTYACHTa») : 3IEKTPOHHO-OmOMuoreunas cucrema : cait / OOO «llomurexpecypce». — Mocksa,
[2023]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nmoctyma: ais 3apeructTpup.
II0JIb30BaTeNNe. — TEKCT : AIEKTPOHHBIN.

1.4. KoHcynbpTaHT Bpava. DJIEKTPOHHAS MEIUIIMHCKas OMOIMoTeka : 0a3a MaHHBIX : CalT /
OO0 «Bpicmias 1mKoJa OpraHu3allid M YOpaBJIEHUS 3JpaBooXpaHeHHeM-KoMIIeKCHBIM
MEIUIIMHCKUN KoHcanTuHT». — MockBa, [2023]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmas meauiuHckass OMOIMOTEKA : AJICKTPOHHO-OMOJIMOTEYHAs] CUCTEMA : CauT /
00O «byxkam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocryma:
JUISL 3apETUCTPUP. MOJb30BaTENeh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlansb : anekrpoHHO-O0uOIMOTeHas cucteMa : caidT / OO0 DBC «Jlauby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.Jlanbook.com. — Pexum noctyma: s 3aperucTpup.
I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. OBC Znanium.com : 3JIeKTpOHHO-OMOIMOTeUHas cucrema : cat / OO0 «3HaHmyMm». -
Mocksa, [2023]. - URL: http://znanium.com . — Pexum pgoctyma : ais 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

2. Koncyastantlliaroc [DnekTpoHHBIN pecypc]: cnpaBouyHast mpaBoBas cuctema. / OO0
«Koncynprant [Tntoc» - DnekTpon. naH. - Mocksa : KoncynsrantlIimtoc, [2023].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUI:

3.1. eLIBRARY.RU: nayunas snexktpoHHass Oubmuoreka : caiitr / OOO «Hayunas
OnektponHas bubmmoreka». — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum moctyma : st
aBTOPU3. NIOJIb30BATENEH. — TEKCT : AIEKTPOHHBIN

3.2. DnexktponHas OubOmmoteka «M3matenbckoro noma «I'pedennukoB» (Grebinnikon) :
anekTpoHHass Oubmmoreka / OOO WJ| «I'pebennuxoB». — MockBa, [2023]. — URL:
https://id2.action-media.ru/Personal/Products. — Pexxum mocTyma : ajis aBTOpU3. TOJ30BATEICH. —
Texcr : 37eKTPOHHBIN.

4. ®@enepanpHas TOCymapcTBeHHas  uwHpopMmamuoHHas cuctema «HammonampHas
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AIIEKTPOHHAst OMOIMOTEKa» : ANeKTpoHHas Oubnuoreka : caiit / ®I'BY PI'b. — Mocksa, [2023]. —
URL: https://H36.pd. — Pexxum mgoctyma : ajisa moib3oBarenell HaydHoW OuOnmoreku. — Tekcr :
JJIEKTPOHHBIN.

5. Poccuiickoe o6pazoBanue : deaepanbubiii mopran / yupenurenb OI'AY «OULTO». —
URL: http://www.edu.ru. — TeKcT : 371€KTPOHHBIH.

6. DnexTtpoHHas OmOmmoreyHas cucrema Yial'V : mMomynb «IJeKTpoHHas OMOIHMOTEKa
ABUC Mera-ITPO / OO0 «/lata Dxcmpece». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum
JOCTyTA : JUTsI OJTh30BaTeNe HayqYHOH OMOIHOTeKU. — TEKCT : 3NIEeKTPOHHBIMH.
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHHUE JUCHUIIJINHBI

Aynuropust -3/316. AymuTopust A NPOBEACHHUS JICKIIMOHHBIX, CEMHHAPCKHUX M IMPAKTUUYECKHX
3aHATHH, TEKYLIEr0 KOHTPOJII H TPOMEKYTOYHOM AaTTeCTalld, TPYNIOBBIX W WHIMBUILYaJbHBIX
KOHCyJbTalui. KOMIUIEKT NEepeHOCHOro MyJIbTUMEIUIHOIO OO0OpyAoOBaHMSA: HOYTOYK C BBIXOIOM B
WutepueT, 5kpaH, npoektop, Wi-Fi ¢ moctymom B Uatepuer, JUOC,O5BC. 432017, YnesaHOBCKast 001acTh,
r. YibsHOBCK, yia1. HaGepexxnas pexu Csusiry, 1. 106-3 xopmyc.

Aynmutopuss 246 i mpoBedeHHsT  Ja0OpaTOpHBIX M MPaKTUUECKUX  3aHSITHH,
TEeKyIIero  KOHTPOJS W  MPOMEXYTOYHOW  arTecTald, TPYMNIOBBIX W HHIWBUAYaJIbHBIX
KOHCynbTalMid. 11 mepcoHanbHBIX  KOMIIBIOTEPOB,  IMPOEKTOpP,  9KpaH, CHCTEMBl  3allUTHI
unpopmaruu: Cobonb, Axkopa, Dallas Lock, Secret Net Studio. Cepsep Vimark, AIIKII
"Kontunent", Mapmpytuzatopel Cisco, Cucrema 3amutel uHpopmanun  ViPNet. 432017,
VYaesHOBCKas 001, T YIbSHOBCK, yi1 Habepexxnas peku Cusiry, 1 106-2 kopiyc.

Aynmutopuss -230. AyauTtopus UISI CaMOCTOSTENbHOW paboTbl. AYAWTOPHS YKOMILIEKTOBaHA
YYeHHUECKOM MeOenbio. 16 mepcoHaNbHBIX KOMIIBIOTEPOB.

Aymutopust -237. UnraneHbli 3a HaydyHOH OMONMOTEKH C 30HOH Il CaMOCTOSTENLHOH paboTHI.
AynuTopusi YKOMIUICKTOBaHa ydeHHYecKod MeOenbto. KommbploTepHass TeXHHKa, TEJNEBU30p, SKpaH,
npoekTop. Cron mist nun ¢ OB3. 432017, YnbaHoBckas 001acTh, I'. YJIBSHOBCK, p-H JKene3HOJ0pOXKHBIH,
yi. HabGepexxnas p. Cusru, Ne 106-1 xoprmyc.

Peanuzanust nmporpaMmbl JUCHMIUIMHBI TpeOyeT Hamuuus y4deOHoW naGoparopuu. OOGopynoBaHHe
y4eOHOI abopaTopuu: MOcaJoYHbIe MECTa 10 KOJIMYECTBY CTYICHTOB. TeXHHUYECKHE CPelCcTBa O0yUYEeHHS:
KOMITBIOTEPHI € JIMIICH3HOHHBIM TIPOTPaMMHBIM 00eCTIeYCHUEM
— Wireshark,

— python,
— Oracle VM VirtualBox

— Kali

13. CIIEHUAJIBHBIE YCJIOBUSA AJISA OBYYAIOIIUXCA C OTPAHUYEHHBIMHU
BO3MOXHOCTSAMMU 310POBbSA
B ciydae HeoOxoanMocTH, o0ydaromMMcs W3 YHCIIA JIML C OTPaHUYEHHBIMHA BO3MOXKHOCTSAMHU
310pOBbsI (TI0 3asBJICHHUIO OOYYArOWIErocs) MOTYT IpEeIJIaraTbCsi HEKOTOPhIE M3 CIIEAYIONIMX BapHaHTOB
BOCHPHATHS HHPOPMALINH C YIETOM UX HHAWBUIYATbHBIX ICUXO0()NU3NUECKIX 0COOCHHOCTEH:

- U1 JHL C HapyLWIeHWSMH 3pEHHs: B TeyaTHOW (opMe YBEIMYEHHBIM MPHUPTOM; B Qopme
3MIEKTPOHHOTO JTOKYMeHTa; B ¢opMme aynuodaiina (mepeBon ydeOHBIX MaTepualioB B aynuodopmar); B
neyaTHoil  ¢opme Ha  s3pike  bpailnsg; uHAMBHAyalbHBIE  KOHCYJbTallUM C  IIPUBJICYCHUEM
TU(IIOCYpAOTIEPEBOJUNKA; HHANBHIYATbHBIC 33JaHUs U KOHCYIbTALIUH;

- ANS JMI ¢ HapyWIeHWsSMH clyxa: B medaTHod ¢opme; B QopMe 3JIeKTPOHHOTO JOKYMEHTa;
BUJIEOMATEpUabl ¢ CyOTUTpaMM; MHAMBUAYAJIbHBIE KOHCYJIBTALUU C IPUBJICUEHUEM CYpPIOIEPEBOIUUKA;
WHIUBUyaJIbHbIE 3aJaHNSI U KOHCYJIbTalllY;

- U1 JHL C HapyUICHUSIMH ONOPHO-IBUraTEeJbHOTO ammaparta: B TedatHod ¢opme; B ¢opme
3JIEKTPOHHOTO JOKYMEHTa; B (hopMme aynuodaiiia; HHAUBUIYAIbHBIC 33JaHUS 1 KOHCYJIbTALlUH.

B ciaydae HE0OXOOMMOCTH HCHONB30BAHUS B Y4YEOHOM IIPOIECCE YaCTUYHO/MCKIIOYUTEIHHO
JUCTAaHIIMOHHBIX 00pa30BaTeNbHBIX TexHonorui, opranuzanus padotsl [IIIC ¢ oOyuarommmucs ¢ OB3 u
MHBAJUIAMH MPEAyCMaTpUBAETCA B 3JIEKTPOHHON HMH(POPMAaIMOHHO-00pa30BaTENbHON Cpele C Yy4eTOM HX
MHIUBUYaJIbHBIX IICUXO(MU3NUECKUX 0COOCHHOCTEH.

Cvrripkuaa Exateprna AnekceesHa
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11. YYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIEYEHHUE
JACIUATLITAHBI

B) [IpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. Iludposoii obpazoBatenbHbIil pecypc IPRsmart : anexTpoHHO-O0MOIMOTEYHAS CCTEMA

caur / OOO Komnanusa «Au Ilm Ap Meagma». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: s 3apeructpup. noib3oBareneid. - Teker :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensnas mwiatrhpopma FOPAMT : oGpasoBaTenbHbll pecypc, dIEKTPOHHAs
6ubamorexa : caiit / OO0 DrekTporHOe H3maTenbeTBO «FOPAUTY. — Mocksa, [2024]. - URL:
https://urait.ru . — Pexxum octyma: ajist 3aperucTpyp. Mojib30BaTesei. - TeKCT : AIeKTPOHHBIN.

1.3. ba3a nannbpIx «2nexkTpoHHas Oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : NEKTPOHHO-OMOMMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum goctyna: ajis 3aperucTpup.
[I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs METUIIMHCKAs: OnOimoTeka : 0a3a JaHHbBIX : cauT /
OOO «Bspicmiag mkojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBoOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcaaTUHI». — MockBa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MeguinHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «byxkam». — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum noctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlansb : anekrporHO-0ubIHOTEUHAas cucteMa : caidT / OO0 DBC «Jlauby. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3apeructpup.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. 3BC Znanium.com : 371eKTpoHHO-OMOHOoTeuHas cuctema : cat / OO0 «3HaHmyMY.
- Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngoctyma : Ui 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

2. Koncyabsrantllimioc [DnekTpoHHBIN pecypc]: cripaBodHas npaBosas cucrema. / OO0
«Koncynprant [lntoc» - Dnektpon. nad. - Mocksa : Koncynsrantllntoc, [2024].

3. eLIBRARY.RU: nayunas snextpoHHas Oubimoreka : caiit / OOO «Hayunas
OnektponHas bubmuoreka». — Mocksa, [2024]. — URL: http://elibrary.ru. — Pexxum noctyna : s
aBTOPU3. NIOJIb30BATENEH. — TEKCT : DIEKTPOHHBIN

4. M@enepajbHasi rocyaapcrseHHass uHpopManuoHHas cucrema «HanumoHnanbHas
3J1eKTPOHHAs1 OUOIMOTeKay : dNIeKTpoHHAasA OnbimoTeka : caiit / ®I'BY PI'b. — Mockaa, [2024].
— URL: https://a36.pd. — Pexxum noctyna : s monbp3oBarenell HayqdHou OnbmnoTexu. — Tekcr :
AJIEKTPOHHBIN.

5. Poccuiickoe o0pa3zoBanue : henepanpHbiii nopran / yapeautenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TekcT : 371€KTPOHHBIH.

6. daexTponHasi onbauoTeunasi cucrema Yal'y : Moayns «3nekTpoHHas OMOIHOTEKA»
ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JJIsl TIOJIb30BaTeNield HayqYHOU OMOMMOTekH. — TEKCT : AJIEeKTPOHHBIN.
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